
7 HIPAA CORE PRINCIPLES

STRATEGY

Use these filters as a framework for evaluating business decisions:

Protected Health Information (PHI): PHI includes information that may 
be used to identify, or linked to, an individual such as: health status, 
provision of health care, or payment for health care that is created or 
collected by a "Covered Entity" (or a Business Associate of a Covered 
Entity). PHI must be unusable, indecipherable, and unreadable to 
unauthorized personnel. This needs to be tested, tracked, and measured 
in receiving, storing, maintaining, and transmitting all data.

Confidentiality: PHI must not be available or disclosed to unauthorized 
persons. 

Integrity: PHI is accurate and is not altered or destroyed in an 
unauthorized manner.

Availability: PHI is accessible and usable on demand by an authorized 
person.

Minimum Necessary: When PHI is shared, only the minimum amount of 
information to accomplish the task may be provided. 

Flexibility: HIPAA is intentionally flexible, so you can adapt processes to 
your practice’s needs and capabilities. In the case of a breach, you are not 
liable, until you are.

Partners: HIPAA is constantly changing. Seek help when unsure of the requirements and when your practice 
changes, e.g., new offices, to maintain compliance.

This HIPAA Principles and Compliance Guide will help you implement HIPAA best practices and reduce 
the threat of common issues like outdated technology and network security. 
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Risk Assessment: A current Risk Assessment is a critical aspect of your HIPAA compliance and, in an audit, 
will be the go-to document. Your Risk Assessment should be updated annually, or as needed, and include 
plans to Identify, Evaluate, Treat, and Monitor threats including:  
 •  Human – hackers, disgruntled employees, theft, and vandalism
 •  Natural – lightning strikes, earth quakes, tornadoes
 •  Environmental – humidity, overheating, etc.

The Risk Assessment should also include: a security plan that outlines how to deal with identified risks, an 
emergency operations plan, information system reviews, employee termination policies, and information on 
machine disposal policies.

Employee Training: Training is an essential part of maintaining HIPAA compliance. Develop a plan for new 
employees and regular updates for all staff.

Password Security: Passwords may not be posted in public view and may not be shared. Make passwords 
difficult to guess by including: a minimum of 8 characters and 3 of the following 4 requirements: lower case 
letter, upper case letter, number, symbol. 

Workstations: Use an up-to-date operating system on all machines. Desktop computers must run Windows 
Vista (Windows 7 effective April 2017) or newer and have current antivirus installed. In addition, all 
machines must meet the technical specifications to match system requirements for each program that 
stores patient information.

Email: All emails containing PHI must be encrypted during composition, transmission, and storage. 

Network: Protect access to your network by using a firewall to ensure those with WIFI access cannot breach 
the network.

Back-ups: Ensure a functioning back-up system with versioning and off-site retention.

Server: Server setup should restrict financial and sensitive data from all staff who do not have needed 
permissions. Servers must receive updates and patches on a regular basis and run Windows Server 2008 R2 
or newer.

Disposal: Properly sanitize all machines (computers, printers, copiers, scanners, and servers) of patient 
information before disposing or returning.

WOULD YOU PASS A HIPAA AUDIT?
If you’re not sure your technology and data practices would pass an 
audit we recommend a Technology Assessment. Strategy will evaluate 
your organization’s network server performance, and security 
practices, and provide recommendations to address issues. 
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